Computer Viruses, Malware and Spyware (Revisited 1/9/2012)
An unfortunate part of modern personal computing is the need to deal with unwanted computer “invader” programs, often called viruses (e.g. Trojans and Worms), Malware (sometimes called Scareware) and spyware.  These types of programs can infiltrate your machine simply by being on the Internet and visiting “infected websites”.   In order to prevent, clean, block or eradicate these unwanted programs you will need a several pronged attack described below.
Note: Some of the ideas described here represent my opinion.  I have quite a lot of experience in this area but I’m sure some readers may have counter examples.
The first question I am often asked when discussing this subject is, “What symptoms will my computer display that indicates that it has a virus?”  The answer is actually similar to what your doctor might say when you ask him, “How do I know if I’m sick?”  Just as human illness may be accompanied by a fever, aches and pains, nausea, dizziness, a rash or fatigue, a computer infection can manifest itself in a number of ways.   One or several of the following things may be observed: your computer may simply slow down; functions that used to work suddenly don’t work; unusual messages pop up; Internet surfing doesn’t behave correctly; settings change, home page may change or your background (Wallpaper) may change; you get warnings of infections based on a “free scan”.  Legitimate programs don’t install themselves, scan your computer and then ask for money.  
Viruses and AntiVirus (AV) Programs

Viruses can be grouped in several categories.  Some are Trojans that get in by masquerading as good programs.  They can corrupt files, cause unusual behavior and often reproduce themselves.  In extreme cases they can corrupt data which could destroy your ability to boot up.  Another category is the Worm virus that tends to mess with your email.  Email is a possible source of a virus, but by no means the only source.  Simply visiting a website that is infected can expose you to the bad things.  Just like human diseases, some are fatal, some are curable but leave scars and others are healed and you’re good as new.  With computer viruses - a rare few actually disable your machine, some can destroy data and others, when cured, will leave no trace.

There a number of well know AV Programs on the market that you can buy.  These include, but are not limited to, McAfee, Norton, Trend’s PCcillian, Microsoft’s Live One Care and Bit Defender.  (Many computers purchased in the last few years will have a trial version of one of these pre-installed)   These all cost in the neighborhood or $40 to $50 and must be renewed yearly.  There are a couple of free AV Programs that are very good, so there really is no need to incur this expense.  My favorite free one is AVG Anti Virus Version 2012 (other free ones are Avast and Avira).  I have been using AVG for over 9 years and they have never asked for money (Version 2012 just came out last September.)  It does a very good job.  It is obtained free from http://filehippo.com/download_avg_antivirus/  “How can anything that is free be any good?” you ask.  The answer is, they sell a version to companies and give a free edition to individuals for name recognition.  

If you are going to install a different virus checker in your computer from the one that is already there, it is necessary to remove the old one first.  Example - you must uninstall Norton before installing AVG.  If two virus checkers are loaded on the same computer, you sort of set up a civil war between them and neither functions properly.  The proper way to uninstall a program is click the Start Button, open the Control Panel and then use the Add/Remove Programs list (XP) or the Program and Features list (Vista), highlight the item to be removed and then choose uninstall.
Bottom Line: you should absolutely have an AntiVirus Program installed that runs a scan periodically.  I recommend AVG Free AV.  Once installed make sure you set it to update daily and scan at least twice per week.  I prefer AVG over others for two reasons: 1) Well known virus checkers such as McAfee and Norton tend to be big and cumbersome and bog down your computer’s performance and 2) AVG can be downloaded, installed and updated for no charge.
Firewall

With Windows XP, Windows Vista and Windows 7 there is a firewall that comes with the operation system.  This negates the need for an extra, external firewall program.  Also, if you have a home network, where you are using a router to spread the Internet to several computers, you can safely turn off the Windows Firewall.  The router provides a hardware firewall.  A firewall provides some protection against unauthorized access to your machine, but it is not a substitute for an AV Program.  An active Windows Firewall hinders internal networking.
Malware
There is an entire class of unwanted programs called Malware that are not detected by AV Programs.  There is a very effective program called Malwarebytes Anti Malware that is available in a free version from the website www.malwarebytes.org.  Malware, sometimes called Scareware, Hijackers or Blackmailers, often install themselves and then purport to give you a free scan.  The scan will always tell you that your machine is badly infected and that for only $69.00 (or some fee) they will fix you.  A characteristic of this type of program is that it gives you FAKE positive warnings in order to scare you into buying their product.  This is like paying money to kidnappers or blackmailers - who knows where it will end?  Instead, if you have Malwarebytes Anti Malware installed, you can use it to scan, detect and remove these bad programs.  Some of the BOGUS names that look very legitimate are: Cyber Security, Personal Anti Virus, AntiViurs 2012, Security Center, Think Point and Cyber Patrol… These ARE viruses!  Remember no real program will install itself and run a free scan without asking you.  If you see any of these names installed, you ARE infected.   Another tell-tale sign is if it says “Microsoft has detected a virus”.  They don’t do that.  Some of these rogues are so insidious that they require that you boot your computer into “Safe Mode” before you can remove them.  
Bottom Line: In addition to an AntiVirus Program you should install, at least, the free version of Malwarebytes - Anti Malware.  The free version, which is very effective, lacks the feature that permits you to schedule it to run.  If you decide to get the “pay” version, you can schedule it to run.  If you decide to go with the free version, just remember to update it and run it about once per week.
Spyware
Spyware refers to programs, files or some cookies (small bits of information put on your computer by web-sites) that tend to eavesdrop on your activity on the Internet.  These are often disguised as marketing tools or statistical tools.  Cookies can be good (coming from a websites where you want to be known, such as your bank) or bad (coming from third parties that want to track what Internet sites you visit).  In general spyware doesn’t really harm your computer, but if you have too many of these items your performance may suffer. There are a number of free Spyware programs that can be installed.  In my opinion the best of these is called Spybot Search & Destroy version 2.0 downloadable free from www.filehippo.com under ‘Anti-Malware’.  On these download pages, there are often “distracters” that try to get you to download a different program.  If the program asks for money, you’ve got the wrong one.
Bottom Line:  Spybot S & D is a good program to have.  The free version will scan (at your request) for undesirable programs and cookies and remove them.  AVG Free AntiVirus has a spyware seeking tool.  If you have installed AVG you don’t really need Spybot.  It still doesn’t hurt to have it.  Contrary to the way AntiVirus Program behave, AntiSpyware programs tend to cooperate with each other.  You can have all you want.  There is a program called Spyware Sweeper by Webroot that is a pay program that is really pushed by Best Buy.  There is a version of Spyware Sweeper that also includes an AntiVirus function.  If you have this one, it will conflict with AVG.   The Webroot programs are not bad programs, but since they do cost, I would avoid them.  I have worked with a lot of these free ones and have found that in most instances the free application will perform just as well.)  Another free program that has some merit is called SuperAntiSpyware.  In spite of the hokey sounding name it does a good job.
.
CCleaner
Although not an AntiVirus Program, CCleaner is another good free program to have.  It can be downloaded from http://www.filehippo.com/download_ccleaner/ .  CCleaner is a freeware system optimization, privacy and cleaning tool.  As of this writing current version was 3.02.  It removes unused files from your system, allowing Windows to run faster and freeing up valuable hard disk space. It also cleans traces of your online activities such as your Internet history. Additionally it contains a full-featured registry cleaner.  
Bottom Line: Having a cleanup program that you run periodically will help keep you computer performing at its best.  CCleaner is a good way to go.  Download it, install it and run it a couple of times per month.

Note: This Virus-Malware-Spyware topic is very complex and can only be superficially covered in a short discussion such as this. If you want to learn more about any topic you can always “Google It”.  Also, feel free to call me with any questions or if you would like more in-depth information.  
Making the Internet as Fast as Possible 
Although a dialup connection to Internet was common in the early to mid nineties, it has been widely replaced by a Cable or DSL connection.  Although dialup can be purchased for under $10 per month it connects at an average speed of 5 KB (Kilo Bytes) per second.  It also completely ties up your phone line and makes your phone busy while in use.  DSL (Digital Subscriber Line) available from Qwest locally goes about 20 to 40 times faster than dialing.  It shares your phone line and, therefore, does not make it busy.  Still better is a cable connection, available through Cox locally, and depending on the speed ordered, can be 100 (or more) times faster than dial up.  Pricing for DSL is about $25 per month and Cable $30 to $55 depending on the speed ordered.  Sales and specials always seem to be available, so pricing can vary.  If you are at all serious about the Internet it is almost imperative that you get away from the slowness of a dial up connection.  A final option for high-speed connection is through a cell provider like Verizon.  This is most expensive ($70ish per month) but gives the most flexibility.  This can be used anywhere - even in a moving vehicle.

A Hot Spot is a place where wireless, high-speed Internet is available (usually for free).  Around here, hot spots include Sky Harbor Airport, Starbucks, McDonalds, Barnes and Noble, Eagle’s Nest and Tuscany Clubhouses and most Hotels and Motels.  The wireless connections can be unsecured (meaning you can connect without a web password) or secured.  Hotels are often secured and they give you a password good during your stay.  Even on an unsecured network YOUR data is not really vulnerable to thieves. Wireless is achieved through a router.  Many homes is PebbleCreek have routers and make use of wireless connections.

Once you have arranged for an ISP (Internet Service Provider) like Cox, you have in essence, arrived at the Internet.  Now you need a Browser - such as Internet Explorer - to get you from site to site.  If you think of the Internet as the Mall and the Websites as Stores, the ISP gets you to the mall.  Now you need transportation to get from store to store.  This is what the browser does.  Internet Explorer, which comes with Windows, is the most widely used browser.  Others are Firefox, Chrome (from Google), AOL, MSN and more.  Browsers are different from Search Engines such as Google or Yahoo.  Search Engines are more like the directories at the Mall that guide you or show you available stores (websites).  The Browsers takes you from site to site.  These are some settings in the Browsers that can greatly enhance performance.  I will elaborate on Interned Explorer because that is the most utilized.  
Internet Explorer

If you use IE to explore the Internet, there are a few things that can improve the appearance and speed of your surfing.  First of all, in IE 7 and IE 8 the Menu Bar is not on by default.  To turn it on, point anywhere in the top part of IE, RIGHT click and then check the line that says Menu Bar.  IE 8 became available last summer.  To find out what version you are using, click the Tools entry in the Menu bar and then click “About Internet Explorer”.  This will give you the version.  Version 8 works fine, so go ahead and upgrade if you want.

I have installed and use the Google Toolbar.  This is free and provides several good functions.  First, it shows a Google Search field at the top - no matter what page or site you are on.  Secondly it does some pop-up blocking, which negates the need for the IE internal blocker.  Use the View item in the toolbar to disable unused toolbars that may have been inadvertently installed.  Google Toolbar is enough.  You don’t need, Yahoo Toolbar, AOL Toolbar, ALOT Toolbar, MSN Toolbar or even the AVG Toolbar.  The fewer you have the faster and cleaner will be your performance.

In the Tools Menu, have a look at the Pop-Up Blocker and Phishing filter (or Smart Search) entries.  I, personally, turn off IE’s Pop-Up blocker because I use the Google Toolbar, which has a built-in blocker.  I also turn off the Phishing Filter because this slows down your browsing.  AVG Anti Virus helps in this regard.  Neither would prevent the Rogue or HiJack programs from getting in.  We will discuss those more later.    Another item to look at on the Tools Menu is the Manage Add-Ons entry.  I would suggest you disable anything labeled as a “Browser Helper Object” or BHO.  Sometimes you will find six, eight or more of these.  Contrary to intuition, disabling them will speed your browsing.  I liken these to hiring too many cooks who would spoil the broth.  They are “elbowing” each other in order to help you and therefore interfering.

Under Tools, Internet Options, General tab you can set your home page.  Also, under Delete, you should periodically get rid of the Temporary Internet Files and browsing History.  Do not delete the cookies here, because this gets rid of the both the “good” cookies and bad ones.  Use another program such as Spybot S&D to clean the cookies.  We will deal with more setting from here later.
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